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Preface

This document contains the papers and posters presented at the 11th International
Blaise Users Conference held at the Doubletree Hotel Annapolis in Annapolis,
Maryland, USA, from September 26th to 28th, 2007. The conference included three
days of technical papers and presentations on the use of Blaise and related topics.

The Conference Program was organized and planned by the Scientific Committee,
chaired by Vesa Kuusela, Statistics Finland. Members of the committee included:

Vesa Kuusela (Statistics Finland, Chair)

Bill Connett (The University of Michigan)

Gina-Qian Cheung (The University of Michigan)

Karen Bagwell (US Bureau of the Census)

Rebecca Lui (Statistics Canada)

Mark Pierzchala (Mathematica Policy Research, Inc., USA)
Jim O'Reilly (Westat, Inc.)

Lon Hofman (Statistics Netherlands)

Tim Burrell (ONS, UK)

Pavel Kozjek (Statistics Slovenia)

The University of Michigan's Survey Research Center, as the host organization, has
collected, edited, and printed these proceedings for the benefit of the conference
participants and others.

IBUC 2007 was organized and hosted by The University of Michigan's Survey
Research Center. The organizing committee consisted of:

e Gina-Qian Cheung
e Jim Hagerman
e Ashanti Harris
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A fully encrypted hard drive renders the laptop’s drive useless to any user who does not
have the username and password (or encryption key). Authentication components of the
software are installed in the system drive’s Master Boot Record (MBR); thus there is no
way of circumventing the authentication process when the laptop is booted. When a
valid username and password are supplied, the drive contents (starting with operating
system files) are decrypted into memory as needed. Data are written (encrypted) and
read (decrypted) to and from the drive via what amounts to system level i/o drivers,
transparent to users and programs. Other than a small performance penalty, the machine
runs as it normally would.

It is now standard practice at MPR to run full disk encryption (256-bit AES) on all
corporate laptops. As a priority, we encrypted all laptops used in our Computer Assisted
Personal Interviewing (CAPI) applications. The CAPI laptops run the Blaise software
along with SurveyTrak software developed by the Survey Research Center a The
University of Michigan. Identifying information on the respondents to be surveyed, as
well as information gathered from these respondents using the Blaise system, is stored in
a Sybase database in encrypted format. This provides reasonable protection to data on
the laptops. However, the Sybase encryption—at least the version of Sybase in the
SurveyTrak implementation used by MPR—does not conform to the Federal Information
Processing Standards (FIPS) 140-2 certification requirements from the NIST. Adherence
to FIPS 140-2 (Security Requirements for Cryptographic Modules) is now being required
by many of our clients.

MPR evaluated two products for implementing full disk encryption on its CAPI
laptops—SafeBoot (from SafeBoot International) and Pointsec (from Pointsec Mobile
Technologies, Inc.). Both worked as advertised and would have met all government
standards with one exception—Pointsec was not FIPS 140-2 certified for the version of
Windows that was being run on our older CAPI laptops. Primarily for this reason, we
eventually chose SafeBoot.

Neither Pointsec nor SafeBoot was designed with network server drives in mind, but
follow-up discussions with sales people from the respective organizations indicated that
the products would work in the network environment. However, for the purposes of
these applications, the Network Operating System (NOS) is the “user” of the network
drives. Once the NOS supplies the password, just as with laptop drives, the encryption of
data becomes transparent to the “user.” While this is certainly good from the standpoint
of ease of implementation, in the network environment the only event that full disk
encryption protects against is the theft of a network server drive. This limitation led to
the investigation of content encryption, as described in the next section.

2.2 Content Encryption

The term “content encryption” appears to be trademarked by SafeBoot but is often used
in conjunction with the products supplied by a number of other vendors, such as PGP,
McAfee, and Coreguard. These products vary in their details but share a few common
features:

e Data can be encrypted on network drives at the file or folder level
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