Security

Tightening up the locks and chains

Based on Blaise 5.8.3
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Please use the Q&A button for your questions.



Introduction

Authentication vs Authorization

“Authentication is the process of verifying who a user is,
while authorization is the process of verifying what they
have access to.”



Introduction

— Types of IT security:
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Blaise security

Security Token Service
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Facebook tokens

Types of tokens

— User access tokens
— App access tokens
— Page access tokens
— Client access tokens




— ASP.NET Impersonation =5 Microsoft
— Basic Authentication | |S

— Windows Authentication
— Forms Authentication

Demonstrate Basic Authentication



SSL, TLS and Certificates [1]

- SSL / Secure Sockets Layer
- TLS / Transport Layer Security

Expectations:
- No one has read my message
- No one has changed my message

Solutions:
- Encrypt it
- Sign it




SSL, TLS and Certificates | 2]

Public and private keys
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Implementing an HttpModule

What is an HttpModule?

“An HTTP module is an assembly that is called on every request to an
application. It’s a part of the HTTP request and response pipeline.”

Typical use cases:
- Request type checking
- Security checking

- Logging



Blaise security updates

We release security patches in the following situations:

— We detect a security issue in our code.

— One of our customers detects a security leak.

— One of the third party libraries we use has a security leak

I[mportant:

With every security patch we try to remain as backward
compatible as possible.






